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Abstract

The “struggle between liberties and authorities”, as described by Mill, refers to the tension
between individual rights and the rules restricting them that are imposed by public
authorities exerting their power over civil society. In this paper I argue that contemporary
information societies are experiencing a new form of such a struggle, which now involves
liberties and authorities in the cyber-sphere and, more specifically, refers to the tension
between cyber-security measures and individual liberties. Ethicists, political philosophers
and political scientists have long debated how to strike an ethically sound balance between
security measures and individual rights. I argue that such a balance can only be reached
once individual rights are clearly defined, and that such a definition cannot prescind from
an analysis of individual well-being in the information age. Hence, I propose an analysis of
individual well-being which rests on the Capability Approach, and I then identify a set of
rights that individuals should claim for themselves. Finally, I consider a criterion for
balancing the proposed set of individual rights with cyber-security measures in the

information age.
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1. Introduction

The “struggle between liberties and anthorities”, as described by Mill (Mill, 2002, p. 98), refers to
the tension between individual rights and the rules restricting them that are imposed by
public authorities exerting their power over civil society. The way in which the struggle is
addressed determines the difference between pluralistic, democratic societies and
authoritative ones, the former being differentiated by the presence of a vigilant civil
society and judiciary systems, which both limit the so-called ‘power of the law’ and protect
individual liberties.

With the information revolution — the capillary dissemination of information and
communication technologies (ICTs) (Floridi, 2007) — contemporary societies are
experiencing a new version of the struggle, one that now concerns liberties and authorities
in the cyber-sphere, and, more specifically, refers to the deployment of cyber-security
measures and individual liberties. Over the past two decades governance, and in particular
security, of the cyber-sphere has progressively become a duty falling within the remit of
public authorities. It is exactly the involvement of public authorities in the management of
the cyber-sphere that both brings to the fore and exacerbates the struggle.” The tension
that exists between individual rights and public authorities is, in fact, aggravated because
of the informational nature of the cyber-sphere.

Data, the bits which comprise the cyber-sphere, are by nature malleable (Moor,
1997). They are portable and can be processed, stored, accessed, mined by third parties,
and can reveal sensitive personal information, hence facilitating surveillance and
controlling measures. It then becomes feasible to wonder whether personal data and
information could be completely accessible to those who enforce such measures and have
adequate technologies, thus undermining individuals’ rights, such as privacy and
anonymity. At the same time, since the cyber-sphere has proved to be a structural part of
contemporary societies, there is a pressing need to defend and secure it from the potential

threats posed by cyber-attacks as well as by cyber-warfare. It is such a need that often



times is recalled as justification for pervasive surveillance practices and the consequent
breach of informational rights (2 references removed for peer-review) (Floridi & Taddeo,
2014).°

The 2013 National Security Agency (NSA) scandal offers a tangible example of
how technological and state power can put such rights under sharp devaluating pressure.
The scandal also unveiled the pressing need to address the friction between cyber-security
and individual rights in the cyber-sphere, and the necessity to find a balance between the
two: in Obama’s words, “we have to strike the rght balance between protecting our security
and preserving our freedoms ... But given the history of abuse by governments, it's right
to ask questions about surveillance — particularly as technology is reshaping every aspect
of our lives” (emphasis added).

Cyber-security and individual rights appear to be antithetical, for it seems that the
greater our enjoyment of the former, the less we experience of the latter. Ethicists,
political philosophers and political scientists have long debated how to strike an ethically
sound balance between security measures and individual rights (see for example Floridi,
2014a). This paper contributes to such a debate and offers two main contributions: it
specifies a set of rights that individuals living in the information age should claim for
themselves, and it proposes a criterion for striking an ethical balance between these rights
and cyber-security measures. The contribution rests on the endorsement of a new
approach, which focuses on the understanding of individuals’ well-being in the
information age as a preliminary step in addressing the trade-off between individual
liberties and cyber-security measures.

The path leading to the identification of the set of rights and the ethical criterion is
not straight and will require two digressions. I shall now provide an outline of the analysis
developed in the rest of this paper. First, I will introduce #he online persona and focus on the
analysis of the conditions for individual well-being in the information age. The capability

approach (Sen, 1980), our first detour, will offer the conceptual framework for such an
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analysis, which will in turn provide the basis for identifying the rights that individuals
living in the information age should claim for themselves.

The “struggle between liberties and authorities” will then be reconsidered on the
basis of the analysis of well-being of the online persona and of the suggested set of
individual rights. I shall argue that the struggle is only apparent and that cyber-security
measures are the response of public authorities to the individual c/aim-right to security. This
argument will require a second and final digression in order to consider the so-called
Hobfeldian incidents (Hohfeld, 2000), which will offer an analytic description of the nature
of rights. On the basis of this analysis, I will propose an ethical criterion to balance cyber-

security and individual rights in the information age.

2. The online persona

In considering individual rights in the information age, the relevant literature focuses
mainly on the defence of privacy and anonymity (Nissenbaum, 1998) (Walters, 2001).
However, the rise of the information revolution and of the cyber-sphere as a new domain
in which individuals live their lives (references removed for blind review purposes) unveils
a more complex scenario. Individuals living in information societies spend considerable
amounts of their lives in the cyber-sphere, either for work or for other reasons. Online
interactions and life in the physical world are increasingly interwoven and experiences in
one domain increasingly prove to have great impact on the other (Floridi, 2014b).

The blurring of the boundary between the cyber-sphere and the physical
environment has been noted and analysed by social scientists (Price, 2002) and
psychologists (Hasebrink, 2008), as well as by philosophers, who have analysed its ethical
implications, the changes that it has prompted on the ontology of the contemporary world,
the nature of the agents existing and interacting in it, and on its political dynamics (Coole

et al., 2010), (reference removed for review purposes), (Floridi, 2013).



Recent psychology studies analyse this relation and draw very interesting
conclusions (Hasebrink, 2008) (Suler, 2004) (Australian Psychological Society, 2010),
(Sapouna et al., 2011). For example, Sapouna and colleagues (2011) focus on teenage
victims of cyber-harassment and highlight a strong link between online experiences and
offline behaviours. These studies report that young individuals who have been harassed in
the cyber-sphere are more likely to commit truancy, leave home, start using drugs and
alcohol or, in the most dramatic cases, commit suicide.

These cases support those philosophical analyses that argue that experiences
occurring in the cyber-sphere contribute to individual well-being and to the process of
shaping personal identity in ways that are similar to the ways in which experiences in the
physical world do (Oosterlaken, 2012), (Ess, 2012).

Several philosophical studies of this phenomenon stress the relation between
online practices and individual identities and speculate on the way in which the former
contributes to the definition of the latter and on the relation between online and offline
identities (Ess, 2012). However, this paper does not rest on any specific interpretation of
the nature of such a relation. Rather, it focuses on the common ground to all such
analyses and maintains that there is a link between online experiences and life conducted
in the physical world, and that the former contributes to individuals’ overall well-being. In
this respect it is worth recalling the Online Manifesto® that the Digital Agenda for Europe
released in 2013,° which promotes the concept of the ‘onlife’ to stress the blurring of the
distinction between online and offline, and which notes the potential for experiences
performed in one or other domain to impact individuals’ lives and well-being.

In the rest of this paper I shall refer to the online persona as a model of an individual
interacting in the cyber-sphere. The online persona should not be mistaken for the online
alter ego, the avatar or the character one may interpret while being online, nor is it a

person’s profile on a social network; it is a model of an individual interacting in the cyber-



sphere define using an zuformational level of abstraction (LoA) (Floridi, 2008). Let me
clarify.

A LoA is a finite but non-empty set of observables accompanied by a statement of
what feature of the system under consideration such a LoA stands for. A collection of
LoAs constitutes an interface. An interface is used when analysing a system from various
points of view, that is, at varying LoAs. Any given system, e.g. a car, the human body, a
glass of wine, can be observed by focusing on certain aspects and disregarding others, and
the choice of these aspects, i.e. the observables, depends on the observer’s purpose or
goal. For example, an engineer interested in maximising the aerodynamics of a car would
likely focus upon the shape of its parts, their weight and the materials. A customer
interested in the aesthetics of the car will focus on its colour and on the overall look. The
engineer and the customer observe the same system, i.e. the car, but endorse different
LoAs. It is important to stress that a single LoA does not reduce a car to merely the
aerodynamics of its parts or to its overall look. Rather, a LoA is a tool that helps to make
explicit the observation perspective and constrain it to only those elements that are
relevant in a particular observation.

In considering the online persona, I am endorsing a specific, i.e. informational, LoA.
It is worth remarking that I am not reducing the individual, i.e. the human being, to her
online persona, for a human being can be considered by focusing on different LoA. Nor
am I reducing individuals acting in the cyber-sphere to the information they communicate,
store or produce. Also, individuals acting in the cyber-sphere can be described using
different LoAs that focus on different observables, e.g. economic and psychological. I am
restricting the analysis to an informational LoA because it focuses on fundamental,
constitutive aspects of the experiences one may have while being online, ie. the
production, access and communication of information.

Now that the LoAs have been introduced, let me clarify in which sense one may talk

of the well-being of the online persona, as this will enable us to escape a possible



objection the reader may have at this point. In fact, one could object that the online
persona is an abstract model and, as such, one can only speak of its well-being in
metaphoric terms. This raises an interesting point, but it also rests on a mistaken
understanding of the model. The objection surmises that a model is a concept with no
links outside the abstraction in which it has been defined, much in the same way a purely
fictional character has no referent outside the novel in which it is portrayed. However, a
model is a simplified representation of a given system, and at such it is not decoupled
from the latter (Chestnut, 1967), (Pidd, 2004). Quite the contrary; a model remains correct
until it represents the system, predicts its behaviour and allows for manipulating the
system to achieve a given goal. This is evident when one considers any kind of model,
from blueprints to mathematical equations and any kind of modelled system, conceptual
or physical. The reader may recall that the online persona is not a concept, or an abstract
entity, but a model of an individual interacting in the cyber-sphere, which in turn is our
system.

Thus talking of the well-being of the online persona is a way of considering the well-
being that an individual may enjoy while being online. The online persona serves as a
model in order to isolate important aspects of the system — recall the informational LoA,
on which further analysis can be developed. One talks of the well-being of the online
persona in the same way one talks of the properties of a Turing machine to understand
the properties of a computing machine, not in the same way in which one may talk of the
well-being of Sherlock Holmes.

With this clarification in mind, I can now focus on the analysis of the well-being of
the online persona, so as to understand what is necessary for the online persona to
flourish. In order to do so I shall momentarily divert from the main path and consider in

more detail what the well-being of individual may be in the information age.

3. The capability approach and well-being of the online persona



Several theories of individual well-being have been provided in the literature (Griffin,
1988) (Haybron, 2010) (Sumner, 1996). The analysis of the online persona’s well-being
proposed in this paper will rest on the capability approach (Sen, 1980). The reason for such a
choice will be provided presently. First, let me briefly describe the most relevant features
of such a theory. The capability approach provides a framework for both a normative and
a descriptive analysis of individual well-being and identifies the two fundamental aspects
of well-being as functionings and capabilities. Functionings are individuals’ bezngs and doings, i.e.
states and actions. They are valuable when an individual shows a proactive attitude
towards them, for s/he desires, wants and acts so as to achieve them. Valuable
functionings are, for example, part of an individual’s projects and whose achievement has
a positive impact on her life. According to the capability approach, individual well-being is
“the capability to achieve valuable functionings” (Olsaretti, 2005).

What such functionings may be in more specific terms is open to discussion.
However, there are some functionings that are deemed to be constitutive of human nature
(Nussbaum, 2003) and which are fundamental for the achievement of well-being, e.g.
being nourished, having shelter, drinking non-polluted water. Nonetheless, functionings
may vary from case to case, depending on individuals’ personal projects. It can be said
that a valuable functioning is one that an individual chooses and endorses in her life.

Functionings are, however, only half of the constituents of an individual well-
being. More precisely, they are the descriptive side of the definition proposed by the
capability approach since they focus on the subjective part, on individual preferences and
inclinations, and allow for specific variables of people’s different lives. The capabilities of
achieving functionings are the other half of the definition; more specifically, an
individual’s capability of achieving the functionings that she values is the measure of her
well-being.

The nature of these capabilities has been widely debated (Olsaretti, 2005)

(Kaufman, 20006). Capabilities refer to the effective freedom of an individual to achieve
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valuable functionings. Such a freedom has a tripartite nature consisting of () not being
prevented from achieving a given functioning, (i) having the means to pursue the chosen
functioning, and (iif) having the possibility to forgo some functionings. More precisely, as
stressed by Olsaretti, the defender of the capability approach advances three claims. The
first one concerns disvaluable functionings, namely, functionings that have no moral value or
directly conflict with other individuals’ well-being. According to the capability approach,
societies and public authorities have no moral duty to support individuals striving to
achieve such functionings. The second claim refers to the possibility for a third-party to
remove choice-insensitive obstacles, which may impair the achievement of valuable
functionings so as to increase individual effective freedom. This refers in particular to
scenarios in which public authorities may act to improve conditions — environmental,
cultural and societal — to facilitate individual well-being. An example could be eradicating
malaria from an area as a way of removing the risk of infection, which would be an
obstacle to the achievement of individuals’ well-being. Finally, valuable functionings
cannot be imposed and individuals have the liberty to ‘choice-sensitive’ departure from
functionings.

The capability approach is particularly suitable for the purpose of the analysis
presented in this paper, because it does not focus on specific goods on which well-being
may depend. Rather, it identifies the conceptual framework for the definition of well-
being and leaves open the question concerning the actual content of a good life. The
relation between functionings, capabilities and rights is particularly relevant for the
purpose of our analysis, in that the approach stresses that the capability of achieving the
functionings that one values is the measure of well-being. Individual rights play a crucial
rule in this scenario, for they are meant to safeguard and foster such capabilities.

The time has come to consider what the valuable functionings of the online
persona are. In doing so, I will not focus on those functionings whose value strictly

depends on individuals’ inclinations, projects and experiences. The focus will instead be
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on those (fundamental) functionings which concern constitutive aspects of the online
experience, for they concern those states and actions that allow the very existence of the
online persona, in much the same way that the fundamental functionings identified by
Nussbaum (2003) support individuals’ well-being by focusing on states and actions that
are fundamental to the existence of human beings.

In this respect, at least three functionings are fundamental, as they concern
constitutive beings and doings of the online persona. These are:

1. Accessing,  communicating and  sharing  valuable  information. Accessing and
communicating information is at the very core of any online action that one may
perform. As the online persona exists insofar as one acts in the cyber-sphere,
being able to access and exchange information is crucial to its very existence.

. Shaping, expressing and sharing its own narrative. 'This functioning refers to the
autonomy of the online persona, which can then independently steer its actions
in the cyber-sphere and therefore shape its narrative.”

ii. Enjoying a high level of connectivity. This is a twofold functioning, as it refers both to
the very status of being on/ine, i.e. the exploitation of ICTs, and to the possibility
of each online persona being part of a network and being granted access to
interactions with other personas and agents.

Following the framework proposed by the capability approach, the well-being of the
online persona depends on the capability to achieve such functionings. Rights in the
information age will foster individual well-being insofar as they protect and foster these

capabilities.

4. Individual rights in the information age

On the basis of the analysis provided so far, four rights are deemed to be fundamental for
the well-being of the online persona. Like the list of fundamental functionings, this list is

not meant to be exhaustive and to specify all possible rights that may foster individual



well-being in the information age. The aim is much more constrained, and focuses on
identifying the most fundamental rights that are necessary for this end. Such rights are:
1. The right to have access to the digital sphere, to computational and informational
resources;
ii.  To engage in pluralistic, transparent, and fair online interactions;
iii.  To exert some level of control on the way their online persona is treated, as their
personal information available online is a constituent of their own narrative;

tv.  To act in a secure cyber-sphere.

The first right refers to the access to computational, storage and networking resources
that are necessary for sharing, recalling and storing personal data and information.
Networking resources are necessary as well, as they permit the interactions in the cyber-
sphere. The second right refers to the liberty that the online persona should enjoy in order
to engage in interactions in the cyber-sphere that are free of undue censorship and
encroachment. The third right protects individual privacy. Such a right rests on the
consideration that privacy is related to the process of construction of one’s own identity
(Agre, 1997) and, for the online persona, it concerns the shaping of its own narrative. It
attributes some control to the individual over the narrative as a way of limiting
unreasonable constraints, which may be imposed by third parties on such a process.

Let me remark that rights (i)—(iii) should by no means be understood as a
preliminary step to argue for the right to access the cyber-sphere as a human right. The
proposal here is much more subtle and less idealistic. As Vint Cerf put it: “Although it
strikes me as somewhat extreme to argue that access to and use of the Internet should be
codified as a ‘human right’ in the sense of the United Nations Universal Declaration of
Human Rights, it does seem to me that among the freedoms that are codified, including
the right to speak freely, should be the right to expect freedom (or at least protection)

from harm in the virtual world of the Internet” (Cerf, 2011, p. 465).
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Finally, the last right stresses the right of the online persona to exist in an
environment reasonably free from threats and dangers. This is the right to security, a
complex right whose definition is not uncontroversial. A more in-depth analysis is then
necessary to consider its nature in greater detail, and to do so we must now embark on the

second and final digression of our analysis.

4.1 Liberty- and claim-rights

One aspect to take into account when considering the right to security is that it does not
fall squarely within the canonical distinction between negative and positive rights (Shue,
1996). Such a distinction rests on the nature of duty imposed on public authorities; at first
glance the right to security seems to be a negative right, as it defends the individual’s
personal space from invasion by state or other third parties. However, a more detailed
analysis shows that the right to security prompts the duty of public authorities to exert
their power in order to protect individuals from the actions of other individuals, be they
fellow citizens or enemy forces. Such a duty poses the need for positive measures raging
from criminal justice and the protection of property to the enforcement of cyber-security
procedures, which may all require the invasion of individuals’ personal space.

The complex nature of the right to security makes it a difficult concept to grasp in
relation with the other rights specified in the list. It also creates a conceptual muddle
around the struggle between liberties and authorities. For it now seems that security
measures and individual rights are not as antithetical as they first appear. Hohfeld’s
analysis of the nature of rights will be crucial to overcome this confusion (Hohfeld, 2000).

Hohfeld argues that rights have a complex internal structure, which derives from
the way some basic elements are arranged. Such elements are called zncidents and qualify
the nature of the right. The incidents allow for distinguishing four components of a right:
the /Zberty, the claim, the power and the zmmmunity. Liberty and claim are primary rules,
whereas power and immunity are secondary rules — they are second-order elements and

refer to the way in which primary rules can be introduced and changed. A detailed
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discussion of secondary rules falls outside the scope of this paper; for the purpose of the
present analysis it will suffice to focus on liberty and claim.

Each Hohfeldian incident is identified by a specific logical form; a liberty-right has
the following logical form:

A has the liberty to p, if and only if A has no duty not to do p; Alice has the liberty

to walk barefoot in her own garden if and only if Alice has no duty not to walk

barefoot in her own garden.

Liberty-rights are characterized by the absence of the duty not to perform a given action
for the right-holder, while a claim-right is a right that exists specifically because the duty
exists for someone other than the right-bearer to perform a given action. Recalling Alice
again, she has the claim that Bob (her piano teacher) explains to her how to play the piano
if and only if Bob has the duty to teach Alice how to play the piano. The logical form of
claim-rights is A has the claim that B performs r if and only if B has the duty to A to
perform 7. The important aspect of claim-rights is the relation between the right-holder
claim and the duty of the other party.

The distinction between claim- and liberty-rights allows for a reconsideration of
the list of rights provided in section four. The first three rights on the list are liberty-rights
and define precisely the boundaries of the authorities’ powers over individuals’ freedom,
as individuals have no duty not to perform the actions specified by those rights, whereas
the right to act in a secure environment is a claim-right. The right expresses a claim that
individuals have towards public authorities to be in a secure cyber-sphere, and public
authorities have, in turn, the duty to guarantee the security of the cyber-sphere. This sheds
new light on the struggle between liberties and authorities, as it reveals that cyber-security
measures and individual rights are not jarring and that the former are the response to
individuals’ claim-rights to act in a secure environment.

We can now devote our attention to the analysis of the balance between individual

rights and cyber-security measures.

12



5. Ethical balance between individual rights and cyber-security

Although cyber-security measures and individual rights are not in open conflict, as it
seems at first glance, there is nonetheless some friction between the two. Contemporary
societies face the compelling need to define a harmonious combination of the two in
order to ensure the well-being of individuals and the development of democratic
information societies at the same time. Defining a criterion to strike a fair balance between
the two will allow this need to be addressed. The criterion should be defined keeping in
mind the fact that cyber-security measures are a response of public authorities to
individuals' claim-rights to being in a safe cyber-sphere and that the security of the cyber-
sphere is a crucial aspect for their well-being.

Yet, the security of the cyber-sphere is important insofar as it is a pre-condition to an
individual’s well-being and, in the long-term, to the fulfilment of the online persona.
Cyber-security measures are therefore instrumental; they are the means through which
such a precondition is satisfied. The instrumental value of cyber-security procedures
allows us to define the criterion for reaching the balance. Cyber-security measures are in
an ethically sound balance with individual liberties when the former are preparatory to the
latter and are implemented only to remove obstacles that may prevent individuals from
achieving their well-being.

Cyber-security measures contribute to individual well-being insofar as they are the
means through which public authorities respond to individual claim-rights to be in a safe
environment and remove critical and pervasive threats in a way that is consistent with the
fulfilment of the online persona. Public authorities, then, have the duty to develop
structures and institutions that will enable them to respond to and minimize such threats.
In doing so, public authorities could breach individual rights only when clear and present
threats menace the very existence of the online persona or of individuals. The breach in

such a case ought to be minimal and momentary in all circumstances.
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It is noteworthy that the proposed criterion is consistent with liberal views
underpinning democratic information societies and is also consistent with the
interpretation of freedom proposed by the capability approach. As specified in section
three, capabilities are understood to be substantive freedom and, as such, they also
encompass freedom from choice-insensitive obstacles, which may deter an individual
from achieving her valuable functionings. The capability approach allows, indeed some
authors would also argue that it prescribes (Olsaretti, 2005) (Nussbaum, 2003), public
authorities to act to remove such obstacles as part of their normative actions. Threats and
harms occurring in the cyber-sphere are obstacles that can obstruct the well-being of the
online persona and thus the well-being of an individual. Therefore, it is a duty of public
authorities to remove them as a way of promoting individuals’ well-being.

Considering cyber-security measures as a precondition for individual well-being
and including the enforcement of such measures among the normative actions of public
authorities may be misinterpreted as a way of assigning a primary role to such measures
and, perhaps, a prevalent part in the balance between security and rights. A clarification is
thus necessary, lest the proposed analysis incurs such an objection.

More specifically, the analysis presented in this paper may be mistaken as
supporting the so-called securitization of rights (Goold, 2007, pp. 325-346). This is a way of
understanding the right to security which has become popular over the past decades and
which is affecting the way security issues are addressed in our societies and, to some
extent, in the cyber-sphere. According to such an approach, the right to security provides
the ground for other fundamental rights. Consider for example Article 143 of the United
Nations 2005 World Summit Outcome, which defines the right to security as “zbe right of
people to live in freedom and dignity, free from poverty and despair. We recognize that all individuals, in
particular vulnerable people, are entitled to freedom from fear and freedom from want, with an equal
opportunity to enjoy all their rights and fully develop their human potential. To this end, we commit

ourselves to discussing and defining the notion of human security in the General Assembly”.
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According to this view the right to security is a meta-right (Goold, 2007, p. 327)
which provides the foundation for individual rights. This way of considering the right to
security offers some justification for encroaching and breaching individual liberties, as
these are considered dependent upon the rights to security and not as self-standing rights;
here the right to security is understood as a catch-all right, a right that allows all the other
rights to exist. Such an approach compromises attempts to find a balance between
security and liberties, as it is makes the right to security a primary, more fundamental right.
It then follows that there is no need to strike a balance between security and liberties as
the latter depends on the former.

The criterion proposed in this paper rests on an understanding of the right to
security as an zustrumental right to the enjoyment of more fundamental liberties. In this
respect, cyber-security measures are a precondition to the achievement of individuals’
well-being and enjoyment of other rights only insofar as they allow for removing possible
obstacles to such an enjoyment. The right to security is a pragmatic precondition but not a
conceptual foundation for such rights. The conceptual foundation of the liberty-rights of
the online persona has been specified in section three, where it has been argued that those
rights are meant to protect individual capabilities to achieve valuable functionings and,
hence, their well-being. As such, the right to security should not be considered the meta-
right from which liberty-rights stem. Rather, it should be understood as a right devoted to
paving the way, or facilitating, the enjoyment of liberty-rights. In this respect, it is worth
considering that an individual could enjoy the rights described in section three in the
cyber-sphere even when security in not ensured. A dangerous cyber-sphere does not
preclude, in principle, the possibility of enjoying such rights. Nonetheless, the enjoyment
of liberty rights would be facilitated and could perhaps also achieve higher levels in a safe
cyber-sphere.

One more clarification is necessary before concluding this paper; it concerns

informational rights and their relation to security measures. The analysis proposed here
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offers us the ground to stress that informational rights defend aspects of individuals’
existence which contribute to their overall well-being. As such, the breaching of these
rights should be deemed as severe an act as the breaching of bodily privacy, for example.
Protection of personal information as well as freedom of speech and access to the internet
ought not to be considered weaker, secondary rights that can be encroached to an
undefined extent and without a clear justification any time that guarantee of physical
security is allegedly at risk, as it has been the case unveiled by the PRISM scandal. An
impairment of any of the rights specified in section four will have an impact on
individuals’ well-being and as such it should always be carefully motivated and
implemented using the criterion highlighted in this section, to ensure that the breaching
will be as minimal as possible. Let me now wrap up the analysis that has been developed

so far.

6. Conclusion

I have argued that the tension between cyber-security measures and individual liberties is
not unlike the struggle between authorities and liberties that Mill stressed in his analysis,
and is close to the view put forward by contractualist theories, according to which a state’s
authority rests on the trade-off of liberty for security, Hobbes and Locke offering two
famous examples of such theories.

This paper provides an ethical criterion specifying how cyber-security measures
ought to be put in place to respect individual rights. Specifically, cyber-security measures
ought to be considered as preparatory, instrumental, for the achievement of individual well-
being; as such they ought to be implemented to facilitate the achievement of individuals’
liberty-rights and the fulfilment of the online persona. Such a criterion rests on an analysis
of individual rights and well-being in the information age, which has unveiled the
relevance of online experiences for an individual’s overall well-being and highlighted the

need to consider other rights, not just privacy and anonymity, as fundamental rights for
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individuals living in the information age. It should be noted that while the proposed
analysis stresses the relevance of the right to security for the achievement of individuals’
well-being, such a right is not deemed to be the conceptual ground on which the liberty-
right rests. Quite the opposite: security-right is considered to be instrumental for fostering
individual liberty-rights, the latter being self-standing rights tightly related to individual
well-being.

The analysis proposed in this paper highlights the need to reconsider the approach
to the debate on cyber-security measures and their ethical implications. The growing
importance of the cyber-sphere as part of the reality in which we live demands that the
experiences and the time we spend there are considered to be as important in the
tulfilment of our lives as any other kind of experience. As such, we as individuals living in
the information age should claim the duty of public authorities to make the cyber-sphere
secure in the same way that we advance this claim for our streets. At the same time, we
should defend our privacy and anonymity as well as our rights to access the cyber-sphere
and to foster and improve our lives in it, just as we would defend our rights to education,

to participate in our cultural heritage, and to self-determination in offline life.
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